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Welcome

• Stephanie H. Johnson, Ph.D.

Program Manager, U.S. Department of Energy (DOE)
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CESER’s Software Bill of Materials Work

• CyTRICS - System component enumeration

•  Developing tools & techniques for BOM generation, validation, and comparison

•  Work with CyTRICS partners on BOMs & keeping an eye on market solutions

• BOMs could be an enabling technology for supply chain risk management…

• But not yet

• We’ve identified several problems that prohibit SBOM usage @ scale

• BOMS vary from one vendor to the next

• How to verify completeness, accuracy, and trustworthiness

• Who’s responsible for vulnerabilities indicated by SBOMs?

•  … and many more

• We’re actively planning research to solve these problems

• Have specific problems you want DOE to be aware of, or want to be a part of finding solutions?

• Contact robert.erbes@inl.gov and lucas.tate@pnnl.gov
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Overview of CISA BOM Efforts

• Allan Friedman, Ph.D.

Senior Advisor and Strategist, Cybersecurity and Infrastructure Security 

Agency (CISA)
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SBOM International Standards

• Steven Kunsman

VP Business Development and Marketing Grid Automation North America, 

Hitachi Energy
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Steven Kunsman steven.a.kunsman@hitachienergy.com

Director of Product Management and Applications - Grid Automation, North America 

 

Steve joined Hitachi Energy (formerly ABB) in 1984 and has over 40 years of experience in substation 

automation, protection and control.  He is a graduate of Lafayette College with a BS in electrical 

engineering and Lehigh University with an MBA concentrated in management of technology.  

Steve holds 5 patents in the protection and control application area.

Industry Involvement:
➢ IEEE PES Power System Communications and Cybersecurity (PSCC) committee 

➢Past PSCCC Cybersecurity Subcommittee chairperson

➢ IEEE PES Power System Relaying and Control (PSRC) committee

➢Past working group chair for substation cyber security and relay quality processes 

➢Participated in US Department of Energy‘s Securing Energy Infrastructure Exective Task Force 

➢Senior Technical Advisor and Co-chair Evaluating Technology and Standards Technical Project Team

➢ ISA99 Industrial Automation and Control Systems Security Standards Committee

➢Working Group 5 member 

➢Co-chair of Working Group 14 developing Electric Energy OT Control System Reference Architecture and 

Application Profiles mapping to IEC 62443 standards

mailto:steven.a.kunsman@us.abb.com
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PSCCC S17: Task Force on Use of SBOM in the Energy Sector

Chair: Eric Thibodeau Vice-Chair: Steve Kunsman

Developing a report to summarize the current efforts by external entities for the use of SBOM in 

Electric Power System (EPS).  The task force will attempt to identify gaps in current industry 

efforts in order to provide guidance for future work to the Cybersecurity subcommittee. 

Focus area on Asset Owner SBOM use cases and their value 

IEEE PES PSCCC SBOM Task Force - Scope
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SBOMs and HBOMs Utilization: 

▪ Support the Asset Owner’s purchase and lifecycle management of cyber assets or software system

▪ Provide visibility into the software components prior to asset or software purchase

▪ Aid in identifying currently known vulnerabilities which might exist in the cyber asset at time of purchase

▪ Support system lifecycle and vulnerability management/mitigation for future discovered vulnerabilities

▪ From a cybersecurity perspective, the HBOM should focus on the active components especially those 

involved in the software / firmware execution versus passive components

A few challenges being identified:

▪ Adoption from the vendor community over concerns arise from SBOM and HBOM publication 

▪ Includes intellectual property disclosure 

▪ Provides adversaries with insight on potential vulnerability exploitations before availability of mitigations 

or a remediation patch

▪ SBOM adoption is in its infancy with the various industry efforts from DHS/CISA and DOE

▪ SBOM assessment will identify potential vulnerabilities but by itself is not enough! 

▪ Vendor collaboration is important as the identified SBOM vulnerability might not be exploitable

▪ A deeper understanding of the software architecture is required to avoid unnecessary cyber asset 

mitigation or remediation.

▪ Similarly, HBOMs may identify chips/active components that have potential vulnerabilities but require an 

assessment if these vulnerabilities are exploitable.

IEEE PES PSCCC SBOM Task Force - Asset Owner Utilization of SBOM/HBOM
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ISA/IEC 62443 series of standards define requirements and processes for implementing and maintaining 
electronically secure industrial automation and control systems (IACS).

There are requirements throughout the 62443 for cyber asset inventories, but no specific requirements for 
SBOM or HBOM

Any future work would be in the scope of the JT-62443-4-1 team because it would be the Product Suppliers that 
would need to generate the SBOM

ISA99/IEC TC65 – ISA/IEC 62443
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US National Cybersecurity Strategy – Shift of Liability

National-Cybersecurity-Strategy-2023.pdf 

(whitehouse.gov)

https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
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Supply Chain Risk Management citing SBOMs

America’s Strategy to Secure the Supply Chain 

for a Robust Clean Energy Transition

EO 14017 and 14028 

https://www.energy.gov/sites/default/files/2022-02/America%E2%80%99s%20Strategy%20to%20Secure%20the%20Supply%20Chain%20for%20a%20Robust%20Clean%20Energy%20Transition%20FINAL.docx_0.pdf
https://www.energy.gov/sites/default/files/2022-02/America%E2%80%99s%20Strategy%20to%20Secure%20the%20Supply%20Chain%20for%20a%20Robust%20Clean%20Energy%20Transition%20FINAL.docx_0.pdf
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DOE’s Supply Chain Cybersecurity Principles for Suppliers

Supply Chain Cybersecurity Principles

Dept of Energy released Supply 
Chain Cybersecurity Principles in 
June 2024
• A set of principles for Supplier and 

a set for End Users
• SBOMs will be a tool to support 

Transparency & Trust Building  
through software and hardware 
composition of products

https://www.energy.gov/sites/default/files/2024-06/Final%20Supply%20Chain%20Cybersecurity%20Principles%20061424_0.pdf
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Cyber Resilience Act (published 15-Sept-2022) Goals:
1. Create conditions for the development of secure products 

with digital elements by ensuring that hardware and 
software products are placed on the market with fewer 
vulnerabilities and ensure that manufacturers take security 
seriously throughout a product’s life cycle; and

2. Create conditions allowing users to take cybersecurity into 
account when selecting and using products with digital 
elements.

SBOMs in the CRA
• Manufacturers to draw up an SBOM in a commonly used format 

covering at the very least the top-level dependencies of the 
product No requirement to make the SBOM publicly available 

• SBOM to be included in the technical documentation and, upon 
request, to be provided to market surveillance authorities

• Commission empowerment to specify the format and elements 
(international standards to be relied upon)

EU Cyber Resilience Act (CRA) / DE TR-03183

Germany Federal Office for Information Security
• Technical Guideline TR-03183: Cyber Resilience 

Requirements for Manufacturers and Products  
https://bsi.bund.de/dok/TR-03183

• Aims to provide manufacturers with advance access to the 
type of requirements that will be imposed on them by the 
future Cyber Resilience Act (CRA) of the EU

• Part 2: Software Bill of Materials (SBOM)

SBOM Requirements in the CRA (Cyber Resilience Act) - FOSSA

https://bsi.bund.de/dok/TR-03183
https://fossa.com/blog/sbom-requirements-cra-cyber-resilience-act/
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CRA Requirements Standards 

Mapping by ENISA identifies 

ISO/IEC 27036 to provide guidance 

on security risks 

… relevant for SBOMs

ISO/IEC JTC 1/SC 27 ISO/IEC 27036 - Cybersecurity — Supplier relationships

Cyber Resilience Act Requirements 

Standards Mapping - Joint Research 

Centre & ENISA Joint Analysis — ENISA

https://www.enisa.europa.eu/publications/cyber-resilience-act-requirements-standards-mapping
https://www.enisa.europa.eu/publications/cyber-resilience-act-requirements-standards-mapping
https://www.enisa.europa.eu/publications/cyber-resilience-act-requirements-standards-mapping
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Summary – SBOMs in Energy Sector Standards

Slide 

18

▪ SBOM international standards activities slow to ramp up

▪ Making CISA’s SBOM effort very important

▪ Driving SBOM adoption and utilization 

▪ EU regulation and acts

▪ Asset Owner inclusion in supply chain specification 

▪ Be involved and an advocate:

▪ Participation in the Energy Sector Software Bill of 

Materials Proof of Concept (POC) is a great 

community to engage 

▪ Support the SBOM effort led by DHS/CISA focused 

on moving the industry forward 

▪ This is an important step toward adoption

▪ Join the IEEE PES PSCCC S17 SBOM task force to 

help define the gaps and support the development of 

Asset Owner use cases
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EO14017 - Securing America's Supply Chain

• Gabriel Weaver

   Senior Critical Infrastructure Analyst, Researcher, Idaho National Laboratory    

   (INL)
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Cyber Supply Chain Risk Management 
(C-SCRM) in the Energy Sector  
Use Cases for SBOM

Douglas Buddenbohm, Matthew Perrie, Gabriel A. Weaver
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Introduction

Executive Order (EO) 14017:  America’s 
Strategy to Secure the Supply Chain for the 
Energy Sector.

Objective:  Provide stakeholders with a 
practical approach to manage and mitigate 
unexpected impacts through the digital 
supply chain.

Approach:  Review state of the art and state 
of the practice:

1. Align terminology across industry and 
scientific research.

2. Identify obstacles faced by 
stakeholders to implement C-SCRM 
programs.



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Background

[

Component  Event  Date  About  Pattern  

Hardware  Applied 
Materials43   

2/2023  • “negative estimated 
impact of $250M due to a 
cybersecurity event 
recently announced by 
one of our suppliers”.44    

• MKS Instrument Inc, a 
supplier for Applied 
Materials (assumed).  

• Vendor: 
Impact.Loss of 
Availability 
(TO826)   

• Customer: 
Impact.Loss of 
Productivity and 
Revenue (TO828)   

Firmware  PKFail 5/2012 • Produced AMI test key for 
firmware used for 
different Intel and ARM-
based device makers. 

• Potentially millions of 
consumer and enterprise 
devices around the world 
that are currently using 
the same compromised 
AMI Platform Key. 

• The attacker can deploy 
Unified Extensible 
Firmware Interface (UEFI) 
bootkits, which offer 
persistent kernel access 
and privileges. 

• Vendor: 
Exploitation for 
Privilege 
Escalation (T1068) 

• Customer: 
Impact.Loss of 
Productivity and 
Revenue (TO828) 

Software  Polyfill45  2/2024  • Chinese company 
acquires company that 
manages polyfill library.  

• The OSS library handles 
advanced, non-native 
JavaScript functions on 
old OS browsers.  

• After acquisition, the 
library started to redirect 
clients to potentially-
malicious sites 
sporadically.  

• Vendor:  
Acquisition for 
Persistence.  

• [Customer 
Systems]:  
Impact.Manipulati
on of Control  

Services  Okta46  3/2022  • The Lapsus$ Group 
claimed it had gained 
access to an 
administrative account 
for Okta.  

• [Vendor Systems]: 
Lateral 
Movement.Valid 
Accounts (TO859)  

• [Vendor Systems, 
Customer Data]:  

Motivation: In order to implement digital 
SCRM programs, stakeholders need to scope 
the digital supply chain problem.

We analyze historical cyber SCRM incidents:

• the type of digital component  

• the lifecycle stage of the impacted digital 
components 

•  obstacles to prevent and respond to such 
events

− Organizational

− Procedural

− Technological
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Relevance of SBOM to C-SCRM Workflows

• SBOM are an emerging technology 
with potential use cases for C-
SCRM.

• Important to consider:

• How SBOM may integrate into 
SCRM activities for both Vendors 
and Asset Owners.

• Potential obstacles to implement 
those activities.

• Specifying workflows for SBOM is a 
research topic in and of itself (e.g. 
Blask et al.)

Legal

Contracts

Procurement

SCRM

Operations

Personnel

Process ops

Safety

Automation 
tech

Financial

Revenue

Expenses

Taxes

GRC

Quality

Reliability

Environmental

Privacy

Technology

Ops

Services

Software

Hardware

Data

Infrastructure

Facilities

Equipment

Dependencies 
(Power, water, 

HVAC)

Security

Gates

Guns

Guards
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SBOM Obstacles: Asset Owner (AOO) Software 
Procurement

Organizational Technical

Availability •  Vendors may go out of business

•  Small businesses may not be able to 

provide an SBOM

•  CVE counts associated with a 

published SBOM are potential 

reputation risk

•  Previous versions of software may not be 

supported 

• Different taxonomic types of dependencies 

(runtime, build, service, platform).

Data Quality • Limited coverage of assets by vendors 

in the Energy Sector.

•  Data integrity 

•  How to verify and validate contents of SBOM

• Translation over formats is lossy 

•  Lack of in-depth SBOM quality metrics

•  No common naming conventions
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SBOM Obstacles:  AOO Software Operations & 
Maintenance

Organizational Technical

Generation •  SBOM unavailable from Vendor

•  Legal obstacles to reverse engineer 

to generate SBOM.  

•  Right to repair laws a factor 

• Multiple ways to create an SBOM for the 

same piece of software.

• tools don’t auto-detect everything

• SBOM for Operating Systems are a different 

beast

• SBOM capture a single point in time

Comparability • SBOMs can allow one to interpret 

different fields as equivalents.

•  How to compare BOM across versions?

•  What about product 

downloads/patching/configurations?  (SBOM 

drift)

•  Even if the same format, BOMs not the 

same
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Conclusion

• Our research catalogs obstacles to 
implementation of high-level guidance for C-
SCRM programs.

• Software is just one type of component in the 
digital supply chain.

• SBOM may be useful across a number of C-SCRM 
workflows.

• However, SBOM also introduce their own unique 
challenges/obstacles.

• Please reach out to continue the conversation.

[
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ESIB BOM Landscape Overview

• Animesh Pattanayak

Cyber Security Engineer, Pacific Northwest National Laboratory (PNNL)
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Background

• Lead development of BOM Roadmap for DOE CESER Energy Cyber Sense 

(ECS)

• PI: Kathryn Walsh (LLNL)

• Supporting: Aaron Wegner (LLNL), Animesh Pattanayak (PNNL)

• Sponsor: DOE CESER

• DOE Lab Coordination: LLNL, INL, PNNL, SNL
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What is a Bill of Materials (BOM)?

• Listing of components which make up a system

• Nested inventory

• Hierarchical relationships

• SBOM and HBOM amongst others

31
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Why BOMs?

• Supply Chain Risk Management

• Digestible

• Machine Readable

• Procurement Process

• Vulnerability Management

• Incident Response

32
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Not All BOMs Are Created Equal

• BOM Types

• BOM Format

• BOM Schema

• BOM Quality

33
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BOMs in the Energy Sector

• Primary Stakeholders

• Government

• EO 14028

• NTIA, CISA, NSA, etc.

• Vendors/Manufacturers

• BOM variability – source vs build

• No small feat

• Asset Owners and Operators

• Size variability in environment and teams

• Resource constraints

34

• Challenges

▪ Vendor Concerns about 

Intellectual Property

▪ Device Lifespan

▪ Legacy Technology

▪ Risk of False Positives and 

False Negatives
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The Roadmap

• EO 14028 (2021) – Call for BOM Usage

• BOM Maturity

• How do we get from A to B?

35
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BOM Operationalization Braid

36
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SME Engagement Emerging Themes

• Call for Common Language and Standards of Practice

• Measuring BOM Accuracy or Completeness

• Boundaries with Data Protections

• Better Understand Industry Needs

37
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The Vendor Perspective

Cassie Crossley, VP Supply Chain 

Security, Schneider Electric

Stephen Trachian, Cybersecurity Application 

Engineer, Hitachi Energy
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Panel 1

Aaron Wegner, Software Engineer, Lawrence 

Livermore National Laboratory (LLNL)

Moderator
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The AOO Perspective

Alex Waitkus, Principal OT Cyber Architect, 

Southern Company 

Blake Gilson, Industrial IT Cyber Security 

Operations Manager, ExxonMobil

Becky Burden, CIP Compliance Analyst, 

Snohomish County Public Utility District

Kevin Johnston, Senior Manager, Information 

Security Snohomish County Public Utility 

District
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Panel 2

Gabriel Weaver, Senior Critical Infrastructure 

Analyst, Researcher, Idaho National 

Laboratory (INL)

Moderator
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Closing Remarks

• Jessica Smith

Senior Cybersecurity Research Scientist, Pacific Northwest National 

Laboratory (PNNL)
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-

security-and-emergency-response

energy.gov/CESER

Thank You 
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